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Abstract

The article argues that the widely discussed analogy between Asimov's laws of robotics and modern
Al ethics is useful only as a metaphor. OECD and Council of Europe instruments require human-centered,
transparent, robust and accountable Al, but they mainly operate as principles, product-safety duties or
administrative compliance rules. They have not yet led to the creation of a clear criminal-law duty for
commercial providers of general-purpose Al systems whose products foreseeably enable violent crime,
cybercrime, child sexual abuse material, fraud or other serious harms. Using comparative doctrinal analysis,
the article proposes an EU-oriented comparative model of criminal liability for developers, company officers
and distributors who place unsafe Al systems on the market without proportionate guardrails, abuse-detection
mechanisms, incident response and lawful escalation procedures. The proposed model preserves the human-
centered structure of criminal law by treating Al as a dangerous instrument whose provider may be liable for
negligent, reckless or intentional release.

Keywords: artificial intelligence, Al providers, Kazakhstan, EU Al Act, cybercrime, child
sexual abuse material, Asimov's laws.

Introduction

The language of Al ethics often returns to Isaac Asimov's fictional laws of robotics. The first
law prohibits harm to humans; the second requires obedience to human orders; the third protects the
robot's own existence; and the later “zeroth law", introduced in Asimov's Robots and Empire
through R. Daneel Olivaw's hypothesis and R. Giskard Reventlov's attempted application, protects
humanity as a whole [1]. Modern international instruments express similar moral intuitions. The
European approach emphasizes protection of human rights, democracy and the rule of law; OECD
principles require human-centered values, transparency, robustness and accountability; and the
Council of Europe Framework Convention requires Al life-cycle activities to be consistent with
human rights, democratic institutions and legality [2-6].

Al ethics principles are mainly governance norms addressed to states, providers and
deployers. They do not answer a difficult contemporary question: when should the human
developer, corporate officer or distributor of an Al system face criminal liability because the system
was released without reasonable safeguards against foreseeable criminal misuse?

This question is urgent because general-purpose and agentic Al systems are no longer passive
text generators [7]. They can draft phishing messages, generate exploit code, automate
reconnaissance, produce synthetic voices, create sexual deepfakes and guide users through multi-
step harmful plans [8-10]. Recent research describes real-world misuse patterns across text, image,
audio and video modalities [8], and newer work links provider choices, open-weight releases and
insufficient safeguards to foreseeable downstream abuse [9]. The legal issue is therefore not whether
Al has mens rea. The issue is whether human actors who commercialize or deliberately distribute
dangerous Al have a legally enforceable duty comparable to duties already known in personal-data
protection, product safety and cybersecurity.

Method and normative background

This article uses comparative doctrinal analysis. It compares soft-law Al ethics, binding
European regulatory instruments and selected Kazakhstan legal concepts. The EU Al Act
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establishes a risk-based framework for prohibited, high-risk and general-purpose Al systems [6]. It
is important because it moves from abstract ethics to concrete provider obligations: risk
management, technical documentation, logging, human oversight, cybersecurity and obligations for
general-purpose models. However, its sanctions are primarily administrative and regulatory, not
classical criminal penalties.

The Council of Europe Framework Convention similarly creates state duties to ensure that Al
respects human rights, democracy and the rule of law [5]. OECD principles, updated to reflect newer
Al risks, provide a global vocabulary of trustworthiness and accountability [4]. The High-Level
Expert Group's Ethics Guidelines for Trustworthy Al add human agency, technical robustness,
privacy, transparency, fairness, societal well-being and accountability [3]. These principles
correspond loosely to Asimov's laws, but they are not self-executing criminal norms.

Kazakhstan law offers a useful analogy. The Law "On Personal Data and Their Protection™
defines owners and operators, requires lawful collection and processing, and imposes duties to
protect rights and freedoms of personal-data subjects [11]. This structure can inspire an Al-safety
duty: a provider that profits from a powerful Al system should not be allowed to externalize all
foreseeable criminal risks to users. At the same time, Kazakhstan's Penal Code remains human-
centered: Article 15 states that criminal responsibility applies to sane individuals of the relevant age
[12]. Existing cybercrime provisions, including Articles 205-210, address unauthorized access,
illegal modification, disruption of informatization objects and malicious software [12]. They can
punish many users of Al-enabled cybercrime, but they do not clearly cover the provider who
negligently or recklessly releases a dangerous Al product without basic safeguards.

The accountability gap

The central gap is the absence of a graded rule that connects Al-system risk, provider
knowledge, missing guardrails and criminal consequences. A company may claim that it merely
provides a neutral tool. An independent developer may publish an open model and argue that later
misuse is outside his control. These claims are sometimes valid. But they become weaker when the
system is marketed for dangerous capabilities, when guardrails are intentionally removed, when
known jailbreaks are ignored, or when the provider has internal evidence of imminent serious harm
and no lawful escalation procedure.

The Canadian examples show why this problem cannot be reduced to abstract philosophy. In
2026, a civil claim filed in British Columbia alleged that OpenAl knew a school shooter had used
ChatGPT to plan a mass-casualty attack, closed one account, but did not alert authorities before the
Tumbler Ridge shooting; these allegations have not been tested in court [13]. The legal significance
is not that every disturbing prompt must be reported. If a provider's own review process identifies a
credible risk of imminent serious violence, criminal law may need a duty to preserve evidence and
escalate through lawful channels. A second Canadian example, the Vancouver lawyer who
submitted fictitious ChatGPT-generated cases in court, illustrates a different risk: unverified Al
outputs can threaten the administration of justice even without violent intent [14].

Criminal-law policy must therefore distinguish ordinary Al error, civil negligence, regulatory
non-compliance and genuinely culpable release of dangerous systems. It must also avoid turning
providers into general police agents. "Beacons” should mean privacy-preserving abuse signals,
secure logs, content provenance, rate limits, red-team triggers and narrowly defined lawful reporting
duties for child sexual abuse material, credible imminent violence or severe cyberattacks. They
should not mean unlimited surveillance of lawful users.

Proposed legal model

The proposed offence can be formulated as "unsafe release or distribution of a high-risk Al
system creating a foreseeable risk of serious criminal harm." The protected interests are life, health,
sexual inviolability of minors, information security, property, public safety and the administration
of justice.

The subject of liability should remain human. For independent developers, liability attaches
personally where they intentionally, recklessly or grossly negligently release a dangerous system.
For companies, EU Member States could use a two-track approach: criminal liability of responsible



officers and special criminal-law or administrative-criminal measures against legal entities, such as
turnover-based fines, confiscation of unlawful profit, suspension of deployment, mandatory audit
or liquidation in extreme cases. This respects the natural-person principle of criminal law while
preventing the corporate form from absorbing all responsibility.

The minimum technical duty should include: pre-release risk assessment; red-teaming for
violence, CSAM, fraud and cyber misuse; refusal and safe-completion policies; monitoring for
abuse patterns; secure incident logs; wvulnerability disclosure; model-card and system-card
documentation; age-sensitive and domain-sensitive controls; provenance or watermarking where
technically feasible; and a procedure for lawful escalation of credible imminent threats. The duty
should be proportionate to the model's capability, deployment scale, commercial character and
actual knowledge of misuse [15-20].

The following table proposes a guardrail-based sanction scale.

Level Technical and Fault Proposed response

commercial condition |standard
GO: compliant | Documented risk No fault. No criminal liability; regulatory audit
Al assessment, red-team only after incidents.

testing, abuse monitoring,
incident response, user-
facing warnings and
lawful escalation

channels.
Gl: Missing or outdated Ordinary Administrative fine; mandatory
documentation | model card, risk file, negligence. |remediation; temporary deployment
breach logging policy or user limits.

notice, but no serious
harm and no known
dangerous capability.

G2: unsafe No risk-assessment, paid |Gross Criminal fine for responsible officers
commercial |or large-scale Al system |negligence. |or equivalent legal-entity measure;
release released without basic suspension until certified,

guardrails against compensation fund contribution.

violence, fraud, malware
or critical-infrastructure

abuse.
G3: reckless  |Provider knows of Recklessness. | Higher fines; prohibition on high-risk
continuation |repeated jailbreaks, deployment; officer disqualification;
harmful outputs or abuse imprisonment for responsible
campaigns and fails to individuals where serious harm occurs.

patch, rate-limit, log,
warn or suspend high-risk

functions.
G4: deliberate |Model or fine-tune is Direct or Liability for aiding or facilitating
dangerous Al |marketed as conditional |predicate crimes; confiscation;
"uncensored", "no intent. platform takedown; imprisonment for
guardrails", "malware individual developers/distributors;
generator", "phishing liquidation or market ban for entities.

agent”, "CSAM/deepfake
generator” or tool for
evading law enforcement.

G5: Destruction of logs, Direct intent. | Aggravated liability; separate offence
concealment |evasion of audit, failure for obstruction; higher sanctions and
after red flags |to report legally mandatory external monitoring.

reportable CSAM or
credible imminent mass




violence, or misleading
regulators after an
incident.

The table is deliberately technology-neutral. It covers closed commercial systems, open-
weight releases, fine-tunes, agentic tools and API services. Open-source status should not
automatically create liability, because open research is socially valuable. But open distribution
becomes legally relevant when the released weights or instructions are foreseeably specialized for
serious crime and the developer ignores available mitigations such as staged release, capability
evaluation, access controls, non-generative harmful-specialization audits or platform moderation
[15, 19, 20].

Criminal-law limits and defenses

The proposed model must be constrained by legality, culpability and proportionality. First, a
provider should not be punished merely because a user committed a crime with a general tool. The
prosecution must prove a legally defined unsafe release, causation or material contribution,
foreseeability and fault. Second, no liability should arise for good-faith safety research, defensive
cybersecurity work, journalism, academic study or lawful model evaluation when safeguards and
disclosure rules are followed. Third, a provider should have a due-diligence defense if it can show
documented testing, reasonable guardrails, timely patching, user enforcement, cooperation with
lawful requests and independent audit.

For Kazakhstan, this EU-oriented comparison supports a practical path: not to declare Al a
criminal subject, but to add an Al-provider safety duty to digital legislation, cross-reference it in the
Penal Code for aggravated cases, and harmonize it with personal-data, cybersecurity and consumer-
protection rules. This would align Kazakhstan with the European risk-based model while adding
what the European model still lacks: a focused criminal-law response to deliberate or reckless
release of dangerous Al.

Conclusion

Asimov's laws remain a useful metaphor because they express a simple intuition: intelligent
machines should not harm human beings or humanity. Modern Al governance translates that
intuition into principles of human oversight, safety, transparency and accountability. But principles
alone are insufficient where providers profit from systems capable of enabling serious crime.
Criminal law should not punish Al as if it were a person. It should punish human and corporate
actors who intentionally, recklessly or grossly negligently release dangerous Al without
proportionate guardrails, lawful abuse signals and incident response. A graded model would protect
innovation while creating a clear boundary between ordinary Al risk, civil liability, administrative
non-compliance and criminally culpable unsafe release.
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ACUMOBTBIH 3AHIAPBIHAH BACTAII KAYIIITI )KACAHAbI MHTEJIVIEKT YIHIH
KBIJIMBICTBIK KAYAIIKEPHITJIIKKE I[EI/IIH HPOBAHI[EPJIEPI{IH ECEII
BEPYIHIH TOYEKEJITE HETI3JIEJI'EH MO/IEJII

Tyitin

Maxkanazga ACI/IMOBTBIH pOOOTOTEXHHKA 3aHIapbl MEH Kaslpn ’KacaHIbl HHTEJUIEKT DTHKACHI
apaChIH/IaFbl KCHIHEH TaJKbUIaHFaH YKCAaCThIK MeTadopa peTiHAe FaHa nannanm eKeHmrl
anteutrad. DbIJ[¥ men Eypona KeHec1H1H Kypajiapbl alamra OarbeITTalIFaH, almblK, ceHiMai JKOHE
ecell 6epeT1H JKacaHJIbl HHTEJUIEKTTI KaKeT eTem Oipax oiap HeT131HEH NPHHLHIITED, OHIM
KayInci3airi MiHIETTepl HEMece JKIMIILIIK COMKECTIK epexenepi peTinae spekeT ereni. Omap omi
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KYHT€ JediH eHIMAepi 30pJbIK-30MOBUIBIK KBUIMBICTApbIHA, KHOEpKBUIMBICTapFa, Oanamapra
KATBICTBI XKbIHBICTBIK 30PIIBIK- -30MOBUIBIK MaTepHalapblHa, alasKThIKKa Hemece Oacka aa ayeIp
3USIH  KeTipyre MYMKIH,Z[IK 6epeT1H XKaJIlbl MaKCaTTarbl JKacaHJbl HHTEJUICKT >KYHeIepiH
KOMMEPIHSUIBIK KETKI3YIIJIEp YIIIH HAaKThl KBUIMBICTBIK-KYKBIKTBIK MIHICTTEPAl OpBIHIAYFa
okeiareH koK. CapICThIpMAaIIbI NOKTPUHANBIK ~ Tajjayibl ~KOIJAaHA OTHIPBIN, —MaKamaxa
IPOOPLHOHAILIBI KOPLIAYIapChI3, Tepic MaiaTaHyabl aHBIKTAY MexaHI/ISMlleleCIS OKHUFaapra
JICH KOIOMEH JKOHE epmyzuH 3aH/Ibl [POLIEAYPAIaPbIHCBI3 HAPBIKKA KayinTi jKacaHbl HHTEJUICKT
KYHETIepiH CHTI3ETiH d3ipIieylijaepre, KOMIaHMs KLISMGTKepJIelee JKOHE I[I/ICTpI/I6bIOTOpJIapFa
EO-ra OarpITTanrad KbUIMBICTBIK )I(ayal'[KepI.HlJ‘IlKTlH CaJIbICTBIPMAJIbI MOJIeIl  YCBHIHBLIFAH.
YCBIHBUIFAH MOJIENIb JKACaH[Ibl HMHTEJUICKTTI KayilnTi Kypal peTiHAEC KapacThipa OTBIPHIII,
KBUIMBICTBIK KYKBIKTBIH aJiaMfa OarbITTaJiFaH KYPBUIBIMBIH CaKTaiIbl, OHBIH KCTKI3YIIiCi
abaiice31a, abaliceI3a HEeMece KacakaHa 0ocaTyra jkayanThl 00Jybl MYMKIH.

Kinrrik ce3aep: *acaHbl HHTEIUICKT, )KaCaHIbl MHTEIUICKT KETKI3YIIiJIepi, Ka3aKCTaH, €0-
HBIH JKaCaHbl MHTEJUICKT Typasbl 3aHbl, KHOEPKBIIMBIC, Oallajapra KaThICTHI )KBIHBICTHIK 30PJIBIK-
30MOBLIBIK MaTepHaIIaphbl, ACHMOB 3aHIaphl.
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OT 3AKOHOB ABUMOBA K YIOJOBHOM OTBETCTBEHHOCTH 3A HEBE3OITACHBI
UCKYCCTBEHHBIN MHTEJUIEKT: OCHOBAHHAS HA PUCKE MOJIEJIb
MNOJOTYETHOCTH ITPOBAWJIEPOB

AHHOTAUA

B cratee yTBepxKmaercs, 4TO HIMPOKO OOCYXKIaemasl aHAJOTHS MEXIYy 3aKOHAMH POOOTOTEXHUKH
AszumoBa 1 coBpeMeHHOM 3TuKoi MU mone3na Tonbko kak Metagopa. Jokymentst OOCP u Cosera EBpornbt
TpeOyIOT OPHEHTUPOBAHHOTO Ha YeJIOBEKa, MPO3PavdHOro, HaJeKHOTO U moxoTdeTHoro MU, Ho B ocHOBHOM
OHM JCWCTBYIOT KaK TWPUHIUIBI, OOSI3aHHOCTH 10 OOECIeYeHHI0 O0e30MacHOCTH NPOAYKIUU WU
aJIMMHUCTPATUBHBIC TpaBWia coOrogeHUs TpeOoBanuii. OHU TIOKA HE TMPHUBEIIM K CO3JAaHUIO YETKOH
YTOJIOBHO-TIPABOBO# 00S3aHHOCTH /I KOMMEPUYECKUX MOCTABIIMKOB CHCTEM HCKYCCTBEHHOTO WHTEIIEKTa
o0IIero Ha3HA4YeHWs, 4YbHM TPOAYKTHL, Kak OXHIAETCsA, TIO3BOJAT COBEpIIATh HACHIILCTBEHHBIE
MIPECTYIUICHHUS, KHOESPIPECTYIUICHHSI, MAaTepUabl O CEKCYyallbHOM HACWINHM HaJ JEThbMH, MOIIEHHUYIECCTBE
WJIM IPUIMHEHUH APYTOTO CEPhE3HOT0 Bpea. Mcmonb3ys cpaBHUTENbHBIN JOKTPUHAIBHBINA aHAIH3, B CTAThe
npeayiaraetcsi opueHtupoBaHHas Ha EC cpaBHUTENbHAasT MOJEIb YTOJOBHOM OTBETCTBEHHOCTU [
pa3pabOTUMKOB, JOHKHOCTHBIX JIMI[ KOMIIAHHM W JUCTPUOBIOTOPOB, KOTOpBIC pPa3MEUIAlOT Ha PBIHKE
He0e30MacHble CHUCTEMBl HCKYCCTBEHHOT'O WHTEIUIEKTa O0€3 HaIeKallnX Mep MpeloCTOPOKHOCTH,
MEXaHU3MOB OOHAPYKEHHS 3JIOYIOTPEOJICHUH, pearnpoBaHUs HA WHIMJASHTHI W 3aKOHHBIX IIPOLEIYP
ackanmanuu. [Ipemmaraemasi MOAeNb COXpaHSET OPUCHTHPOBAHHYIO HA YEJIOBEKA CTPYKTYPY YTOJOBHOTO
MpaBa, pacCMaTPUBas UCKYCCTBEHHBI MHTEIIEKT KaK OMACHBIN HHCTPYMEHT, ITOCTABIUK KOTOPOTO MOXKET
OBITh MPUBJICUEH K OTBETCTBEHHOCTH 332 HEOPEIKHOE, HEOCTOPOXKHOE MJIH MPEIHAMEPEHHOE UCTIOIb30BaHHE.

KuaroueBble c10Ba: MCKYCCTBEHHBIH MHTEIUIEKT, rmoctaBumkn MU, Kazaxcran, 3akon EC 06 MU,
KHOEPIPECTYTHOCTh, MATEPHAJIbI O CEKCyalIbHOM HACWIIMU HaJl ACThMHU, 3aKOHBI A3UMOBA.


mailto:mtalan@inbox.ru
mailto:atghostru@gmail.com

